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MWHUCTEPCTBO OEPA30BAHUSA U HAYKA POCCUNCKOW ®EQEPALINK

OENAPTAMEHT rOCYOAPCTBEHHOW NONMUTUKU B COEPE
OBLLEIN0 OBPA3OBAHUA

NMUCbMO
oT 14 masn 2018 r. N 08-1184

O HANPABJIEHUX UHOOPMALIUU

[denapTtameHT rocygapCTBeHHOW nonuTMkn B cdepe obwero obpasoBaHusa MwuHoBpHaykm Poccun
HanpaBnseT Ons cBedeHuss paspaboTaHHble BpemeHHon komuccuen Coseta ®Pepepauum no  pasBUTUIO
MH(OPMALIMOHHOro obLlecTBa MeToAMYEecKMe peKOMeHOauuM O pasMEeLleHMM Ha MHOPMAUMOHHBIX CTeHaaXx,
odmumanbHbIX MHTEPHET-caiTax U OPYrMx MHOpPMaLMOHHBIX pecypcax oblieobpa3oBaTenbHbIX OpraHvM3auni u
OpraHoB, OCYLLECTBNALWMX ynpaeneHne B cdepe obpasoBaHus, MHpopmauun o 6e3onacHOM MOBEAEHUN W
ncnonb3oBaHun cetn "HTtepHeT".

OuvpexTop [enapTtameHTa
A.E.NETPOB

MpunoxeHue

METOAWYECKUE PEKOMEHOALIUA
O PASMELLEHUU HA UH®OPMALIMOHHbIX CTEHAAX, OPULNANbBHDbIX
WHTEPHET-CAUTAX U APYTUX UH®OPMALIMOHHbIX PECYPCAX
OBLUEOBPA30BATEJIbHbIX OPFTAHU3ALIMA U OPTAHOB, OCYLLECTBNAIOLLMX
YNPABNEHUE B COEPE OGPA30BAHUA, UHOOPMALIUX O BE3OMNACHOM
NOBEAEHWUU N UCNOJNIb3OBAHUU CETU "MHTEPHET"

Okcneptamn n udneHamn BpemenHon komuccum CoseTa Pepepauumn no pasBuTUO MHEGOPMAaLMOHHOIO
obLecTBa B paMKax BbIMONHEHWNS pekOMeHAaL M napnaMeHTCK1X cnywaHuin "AkTyanbHble Bonpockl obecneveHus
6e3onacHOCTV 1 pa3BUTUSA AeTen B MHPOPMaLMOHHOM NpocTpaHcTBe", koTopble npownu B Cosete ®enepauum 17
anpena 2017 r., 6binn paspaboTaHbl MeTOAMYECKME peKOMeHAauuMu O pasMelleHMnM Ha WHEGOPMAaLMOHHbIX
CTeHAax, oMuuUanbHbIX WHTEPHeT-canTax W APYrnX MHMOPMAaLMOHHBLIX pecypcax oblieobpasoBaTenbHbIX
opraHm3aumi 1 opraHoB, OCYLLECTBRSKOLWMX yrnpaBneHve B cdepe obpasosaHus, MHdopmauum o HGesonacHom
nosedeHMn 1 ncnonb3oBaHun cetn "MHTepHeT" (ganee - metoamMyeckme pekomeHaauum).

MeToanyeckune pekomMeHZauum HanpasfeHbl Ha Ka4yeCTBEHHOE MOBbILEHUE YPOBHSA MHAOPMALVOHHON
aeaTenbHocTn obweobpa3oBaTenbHbIX OpraHM3auuii M OpraHoB, OCYLUECTBMSIOWMX yrpaBrneHne B cdepe
obpa3oBaHMsi, B 4YacTu MHOPMUPOBAHMS YyyalUMXCs, WX poauTenen (3aKkoHHbIX npeacTaBUTENen) U
negarornyecknx paboTHMKOB 06 OCHOBHbIX acnekTax MHdpopMaLMoHHON 6e30MacHOCTMH.

MeToanyeckne pekoMeHZaumm  No3BonAT  obuwieoOpasoBaTernbHbIM  OpraHus3aumMsiMm U opraHam,
OCYLLECTBMAIOLWMM ynpaerneHne B cdepe 0Opas3oBaHus, akTyanManmpoBaTb yXKe UCMOSb3yeMble U pa3MeLleHHble
WMH(OPMAaLIMOHHbIE MaTepuarnbl, Tak U NOArOTOBUTb UX B Clyvyae WX OTCYTCTBUSI C YYETOM Jy4ylUUX MPaKTUK u
pekomeHaaunin.

B pamkax meToau4eckmMx pekoMmeHaaLmmn paccMaTpmuBaloTCs creayolwme MHCTPYMEHTbI:

1. MHbOPMALUNOHHBIE CTEHADI;

2. ohmmanbHble UHTEPHET-PECYpChl;

3. cpegcTBa maccoBoy UHopmauny (LLUKOMbHbIE ra3eThbl, Negarornyeckme u3gaHus n apyrue).

MHdopmaumnoHHbIe cTeHAbI
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Ha wuHdopmauunoHHblx cTeHgax B 06uieobpasoBaTenbHbIX OpraHu3auusax, pacrofoXeHHbIX B done
yupexaeHun m B kabuHeTax, OCHaLLEeHHbIX MepPCOHanbHbIMW YCTPOMCTBAMM ANS Bbixoda B ceTb "VHTepHeT",
pekoMeHayeTCca pasMecTUTb WH(OPMAaLMOHHbIE MaMATKU, coAepKallne OCHOBHble COBETbl Mo obecneyeHuto
NHGOPMALIMOHHON 6e30MacHOCTH yYaLLMXCS.

B npunoxeHun N 1 Kk MeToan4YeckuM pekoMeHaaumsiM npeacrasrneH obpasel, NamMsaTkvM Ans pasMeLLeHns Ha
NH(OPMALIMOHHBIX CTEHAAX.

CpepcTtBa MaccoBou MHdopmaLmm

B cpenctBax maccoBov MHGOpMaUMX, OPMEHTMPOBAHHBIX Ha OOy4YalLIMXCSl, PEKOMEHOYETCA B TeyeHue
y4yebHOoro roga perynsipHo nybnvkoBaTb MHGOPMALMOHHbIE MaTepuarbl, NOCBSLEHHbIE OTAENbHbIM acrnekTam
MHpopMaunoHHON 6e30MacHOCTH, a TaKkkKe pasnnyHble NaMsaTKn obLLero xapakrepa.

B cpeactBax wmaccoBor MHGOPMAaLMM, OPUEHTUPOBAHHbIX Ha Mefdarormyeckyto  obLLEeCTBEHHOCTb,
peKkoMeHOyeTCsi B TEYeHWe KaneHgapHoro roga perynapHo nybnukoBaTb WHGOPMALMOHHbIE MaTepuansl,
NOCBSILLEHHbIE OTAENbHbIM acnekTaM WH(OPMaUMOHHOM ©e30MacHOCTM KakK HECOBEPLUEHHOMNMETHMX, Tak |
ob6uleobpa3oBaTenbHbIX OpraHuM3auun, a Tawkke pas3nuyHble NamsaTkM, o0030pbl  HOpMaTUBHO-MPaABOBOrO
perynMpoBaHust AaHHoW cdepbl U MHAOPMaLMIO O akTyarbHbIX MEPONPUATUAX U CODBITUSX B JaHHOW cdhepe.

B xope npoBegeHuns EamHoro ypoka no 6esonacHoctn B cetu "MHTepHeT" pekomeHayeTcsi obecneuntb
BbIMYCK TEMaTMYEeCKOro BbIMyCcka cpeAcTBa MaccoBon WHdopmauum nubo cepum nybruvkauum, cpegu KOTopbIX
paccMOTPETb OpPraHM30BaHHbIE MEPONPUATUS ANA oby4aloWmXcs, UX poauTenen (3akoHHbIX NpeacTaBUTENENn) u
negarornyeckon obLLEeCcTBEHHOCTN.

OdwmumanbHble UHTEpHET-pecypchbl

O6uweobpasoBaTefibHbIM OpraHM3aUusM pPeKoMeHAyeTcs Ha CBOMX oduuManbHbiX MHTepHeT-pecypcax
obecneunTb (YHKLMOHMPOBAHWE CaMOCTOSITENBHOrO U CcneuuanusnMpoBaHHoro pasgena "MHdgopmauuoHHas
GesonacHoCcTb", B paMKax KOTOporo npeaycMoTpeTb pasMeLleHe crieaytoLlein MHdopmMaumm:

N Paspgen/nogpaspgen | ®opmat npeacraBneHus CopgepxaHvue maTepuarnos
maTtepuanos
1. |JlokanbHble Konunn gokymeHTOB B PasmeLluaiotcs Konum JOKYMEHTOB, T.e.

HOpMaTuBHbIE akTbl B | popmaTe *PDF CKaHUPOBAaHHbIN BapuaHT JOKYMEHTa,
chepe obecneyeHus COOTBETCTBYOLWUA TpeboBaHNAM K
NHPOpPMaLIMOHHON napamMmeTpam CKaHMpOBaHUS.
©e3onacHocTu Pa3meLluaTcs AJOKYMEHTHI,
obyyatomxcs pernaMmeHTpyloLmne opraHm3aumio u

paboTy C NnepcoHanbHbIMU AaHHBIMY,
nnaHbl MeponpuaTUiA No obecneyveHnto
MHpopMaLMOHHO Ge3onacHOCTU
oby4varowmxcs n gpyrue.

2. |HopwmatusHoe Konunn goKymMeHTOB B [My6nukytoTCSa akTyarnbHble CBEAEHUS O
perynuposaHue ¢dopmate *PDF deaepanbHbIX U perMoHanbHbIX 3aKOHaXx,
nMcbMax opraHoB BnacTu u apyrue
HOPMAaTUBHO-MPAaBOBbIE JOKYMEHTHI,
pernaMmeHTupyoLmne obecneveHve
MHopMaLMOHHO Ge3onacHOCTU
HecoBepLueHHoneTHuX. [lonyckaeTtca
BMECTO KONUI pasmeLlaThb rnepcchifky Ha
COOTBETCTBYIOLLNE AOKYMEHTbLI Ha canTax
OpraHoB rocyjapCTBeHHOM BnacTu.
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3. |MNeparornyecknm TekcT Ha cTpaHuue PasmeLlatotca metoamyeckme
paboTHMKam caunTa peKoMeHJaLmMm 1 yKa3biBaeTcst
Konunn gokymeHTOB B MHOpMaLINGA O MEpPONPUATUSIX, MPOEKTax
dopmaTte *PDF M NnporpaMmmax, HanpasneHHbIX Ha

NoBbILLEHNE NH(POPMALIMOHHON
rPamMoTHOCTY nefarornyeckmx paboTHUKOB.

4. | Obyyatowmmcs TekcT Ha cTpaHuue PasmellaeTca nHdopmauMoHHas namsitka
canTta (npunoxeHue N 2) u ykasbiBaeTcst
MHOpMaLNS O MEPONPUATUSIX, MPOEKTaX
1 nporpaMmmax, HanpasfieHHbIX Ha
noBbleHne NHOopMaLMOHHON
rPamMoTHOCTU ODy4atoLLUXCS.

5. |Poautensam (3akoHHbIM | TEKCT Ha cTpaHuue Pa3smellaetcsa nHopmaumoHHas namsTka
npeacraBuTensam) canTta (npunoxexne N 3).
obyvatowmxcs

6. |[etckne 6esonacHble | TeKCT Ha CcTpaHuue Pasmellaetca nHdopmaums o
canThbl caunTa peKkoMeHOyeMbIX K MCMONb30BaHWIO B

y4yebHOM npouecce 6e3onacHbix canTax,
GaHHepbl 6e3onacHbIX AETCKMX CaliTOoB.

OpraHam, ocyLlecTBnALLMM yrpaBneHne B cpepe obpasoBaHUs, peKoMeHayeTCst Ha CBOUX odmumanbHbIX
MHTepHeT-pecypcax obecneuntb (PYHKLUMOHMPOBAHWE CaMOCTOSATENBHOMO U ChleuuannaMpoBaHHOroO pasgena
"MndopmMauymoHHasa 6e3onacHOCTL", B paMKax KOTOPOro npegycMoTpeTb pasMeLLeHme crieqyroLllern nHopmaumm:

Mpunoxexne N 1

NAMATKA )
ANS OBYHAIOLLMXCS OB MHOGOPMALIMOHHOWN BE3OMACHOCTU IETEM

HENb3A

1. Bcem nogpsa coobuiate CBOK YaCTHYH MHGOPMaLMo (Hactosiwue ums, hammnuio, TenedoH, agpec,
HOMep LLKONbI, a Takke doTorpacumn cBon, CBOEN CEMbU U Apy3en);

2. OTkpbIBaTb BMNOXEHHbIE halnbl 3NEKTPOHHOW NOYTbI, KOrAa He 3Haellb OTNPaBUTENS;
3. [pybuTh, NpuaMpaThCs, OkasbiBaTb AABMEHUE - BECTU Ce0s1 HEBEXITMBO U arpeCcCuBHO;
4. He pacnopsikaics AeHbramm TBoel ceMby 6e3 paspelleHns cTaplumnx - Bcerga cnpallvean poanTenen;

5. He BcTpevanca ¢ NHTepHeT-3HaKOMbIMU B pearibHOW XWU3HU - MOCOBETYWCH CO B3pPOCMbIM, KOTOPOMY
nosepsiellb.

OCTOPOXHO

1. He Bce nuwyT npaegy. Yntaews o cebe Henpasay B MIHTepHeTe - coobLy 06 3TOM CBOMM poauTeNsam
UMK onekyHaM;

2. MpurnawatoT nepenucbIBaTbCs, UrpaTh, 0OOMEHNBATLCS - MPOBEPb, HET N NOABOXA;

3. HesakoHHOe konuposaHue dannos B IHTepHeTe - BOPOBCTBO;
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4. Bcerpga paCCKa3bIBal7I B3pPOCJ1bIM O npo6nemax B Ce€TU - OHWN BCerga rnomoryT;

5. Vicnonb3yn HacTponkn 6e30nacHOCTU M NPUBATHOCTU, YTOObI HE MOTEPATb CBOU aKKayHTbl B COLCETAX U
Opyrux nopranax.

MOXHO
1. YBaxawn gpyrnx nonb3oBaTenen;
2. Nonb3yelwbcs MHTEPHET-UCTOYHMKOM - Aenan CCbISIKY Ha Hero;
3. OTKpbIBaN TONBLKO T€ CChISKN, B KOTOPbIX YBEPEH;
4. O6waTbcH 3a NOMOLLbIO B3POCIIbIM - POAUTENM, ONEKYHbI U aAMVHUCTPaLIMSA CanToB BCcerga noMoryT;

5. Mpongn obyyeHne Ha canTe "CeTeBMnYOK" 1 Nonydy nacnopT LndpoBoro rpaxgaHuHal

Mpunoxexune N 2

NHO®OPMALIMOHHAA MAMATKA
AnA OBYHAKOLWWMXCA ANnA PASMELLEHUA
HA O®ULNATIbHbIX UHTEPHET-PECYPCAX

C KaxablM rogom MONogexun B MHTEPHETe CTaHOBUTbCS Bornblue, a LKONbHUKM OOHU M3 CaMbIX aKTMBHbIX
nons3osartene PyHeta. Mexgy Tem, NOMMMO OFPOMHOMO KONMYecTBa BO3MOXHOCTEW, WHTEpPHEeT HeceT U
npobnembl. OTa NamATKa JoMKHa NomMoyb Tebe 6e3onacHo HaxoaUTLCS B CETW.

KomnbloTepHbie BUpYChI

KomnbloTepHbI BUPYC - 3TO PasHOBMOHOCTb KOMMbIOTEPHBLIX MPOrpaMM, OTIUYUTENbHOW OCOGEHHOCTbLIO
KOTOPOMN SIBNSieTCA CMNocoOHOCTb K pa3MHOXeHuio. B gononHeHue k 3aTomy, BMpycbl MOTyT MOBpeauTb WM
MOJSIHOCTbIO YHUYTOXUTb Bce haiinbl U [aHHble, MOAKOHTPOSbHbIE MONb30BaTeslio, OT MMEHM KoToporo Obina
3anylleHa 3apa)keHHasi nporpaMMa, a Takke NoBPeAuTb UK Jaxe YHUYTOXUTb OnepaLuoHHYH CUCTEMY CO BCEMU
daiinamu B uenom. B GonbLUMHCTBE CrlydyaeB pacnpocTpaHsTCs BUPYChl Yepes MHTEPHET.

MeToab! 3aWwuTbl OT BPEOOHOCHbIX nporpamMmm:

1. Vicnonb3yih coBpemMeHHble onepauMoHHble CUCTEMbI, UMEIOLWMNE CepbesHbli YpOBEHb 3aluTbl OT
BPEOOHOCHbIX NPOrpamm;

2. TocTosAHHO yCcTaHaBnMBan nayvTu (LMdpoBble 3annaTkvi, KOTOpble aBTOMAaTUYECKM YCTaHaBMNMBAOTCS C
uenbo gopaboTku nporpaMmmbl) U gpyrme oGHOBMNEHWSI CBOEN OnepauuoHHON cucTembl. CkaumMBam MX TONbKO C
oduymansbHoro canta paspabotunka OC. Ecnu cylecTByeT pexxum aBTOMaTU4eCKoro 0OHOBIEHUS, BKITHOYN €rO0;

3. PaboTtan Ha cBoem KOoMMNblOTEPE MOA NpaBamMu NOMb30BaTens, a He agMUHMCTpaTopa. ATO He No3BONUT
GOnMbLUNHCTBY BPEAOHOCHbBIX NPOrpaMM UHCTaNIMpoBaTbCA Ha TBOEM NEPCOHarNIbHOM KOMMbIOTEPE;

4. Ncnonb3yn aHTUBMPYCHble MporpaMMHble MPOAYKTbl M3BECTHLIX MPOU3BOAUTENEN, C aBTOMATUYECKUM
obHoBReHneMm 6as;

5. OrpaHunyb u3anyeckmin JOCTYN K KOMMbIOTEPY AN NOCTOPOHHUX NiL;

6. Vicnonb3yn BHellHWe HocuTenu nHopMaLMm, Takue Kak dneLlka, AUcK unu gann u3 MHTepHeTa, TONbKO
N3 NPOBEPEHHBIX NCTOYHUKOB;
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7. He oTKpbiBal KOMMbIOTEPHbIE halnibl, MOMYyYEeHHblE U3 HEHaOeXHbIX WUCTOYHUKOB. [axe Te channsbl,
KOTOpble npucrnan TBOW 3HaKoMbIR. Jlyylle yTOYHU Y Hero, oTnpasnsn nn oH Tebe mx.

Cetn WI-FI

Wi-Fi - aT0 He BMA nepepayn OaHHbIX, HE TEXHomMorusi, a Bcero nuwb G6peHa, mapka. Ewe B 1991 rogy
HuaepnaHackasa komnaHusa 3apernctpupoBana 6peHg "WECA", uto obGosHadano crnoBocodveTaHue "Wireless
Fidelity", koTopbIn nepeBogmnTCca Kak "6ecnpoBogHas TOYHOCTL".

[o Hawero BpemeHu powna gpyrasa abbpeBuaTypa, KOTOpas SBMASETCS TaKOW Xe TexHonorven. 3910
abbpesunatypa "Wi-Fi". Takoe Ha3BaHMe ObiNo AaHO C HAMEKOM Ha CTaHAapPT BbICLUEN 3BYKOBOW TexHUKM Hi-Fi, yto
B NepeBode 03Ha4vaeT "BblCOKasi TOMHOCTbL".

Ha, BecnnatHbIn MHTEPHET-AOCTYN B Kade, OTENAX U asponoprax SABASETCA OTAMYHON BO3MOXHOCTbLHO
BbIXOAa B UHTEPHET. Ho MHOrMe akcnepTbl cunTatoT, 4To obwenoctynHble Wi-Fi ceTu He sBniatoTca 6e3onacHbIMU.

CoBeTbl N0 6e3onacHocTU paboTbl B 06LLeA0CTYNHbIX ceTax Wi-fi:

1. He nepepaBai cBOW nU4YHYO WHopmaumio 4epesd obuenoctynHble Wi-Fi cetn. Pabotas B Hux,
XenatenbHO He BBOAMTb Maponuv A4OCTyna, NOrMHbl U Kakne-To HOMepa;

2. cnonbayi n 06HOBNSAN aHTUBUPYCHbIE NporpaMmbl 1 6paHamayep. Tem cambim Tbl 0b6e3onacuwb cebs ot
3aKauky BMpyca Ha TBOe YCTPONCTBO;

3. Mpwu ncnonesoBaHum Wi-Fi oTkntoum doyHkumo "O6Lwmin goctyn kK dpannam u npuHtepam”. [laHHas pyHKUms
3aKpbiTa MO YMOSYaHWIO, O4HAKO HEKOTOpble MOMb30BaTENM akTUBMPYIOT ee Ans ygobCTBa MCMNONb30BaHWS B
paboTe nnm yyebe;

4. He ncnonb3yn nyonuyHbii WI-FI gns nepegaym nuyHbIX AaHHbIX, HAnpumep Ans Bbixoda B coumanbHble
CETMW UMK B 3NEKTPOHHYIO MOYTY;

5. Vicnonb3yw TonbKO 3awmweHHoe coeauHeHue vepes HTTPS, a He HTTP, T.e. npu Habope Beb-agpeca
BBOAWM UMeHHO "https://";

6. B mMobunbHom TenedoHe oTkmoum dyHkumio "TlogkntodeHne k Wi-Fi aBTomaTtmdeckn”. He gonyckan
aBTOMaTUYECKOro NoAaknyeHnsa yctponctea k cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTu

CoumanbHble CETUM aKTUBHO BXOAAT B Hally XM3Hb, MHOTME Ntoan paboTarlT M XKMBYT Tam MOCTOSIHHO, a B
Facebook yxe 3apeructpupoBaH Munnuapg YerioBeK, YTO ABNAETCS OOHOW CefbMOW BCEX XUTenewn nnaHeTbl.
MHorve nonb3oBaTeny He MOHMMAIOT, YTO MHAOPMALMS, pa3MeLleHHass MU B COUMarbHbIX CETSX, MOXET ObiTb
HanJeHa 1 UCMNonb3oBaHa KeM YrogHo, B TOM Yucre He 06s3aTenbHo ¢ 6naruMmm HamepeHusmMu.

OcHoBHble coBeTbl M0 6e30NacHOCTU B COLManbHbIX CETAX:

1. OrpaHun4b cnncok gpysen. Y Tebs B Apy3bsax He AOMMKHO ObiTb CNyYanHbIX U HE3HAKOMbIX NOAEN;

2. 3awumuian CBOK YacTHYI Xu3Hb. He ykasbiBam naponu, tenedoHbl, agpeca, gaTy TBOEro poXAeHus u
OPYrylo NU4YHy0 MHopMauuio. 3noyMbILLNEHHUKU MOTYT MCNONb30BaTh Aaxe MHGOPMaLUUIO O TOM, Kak Tbl U TBOU

poauTenn nnaHnpyeTtTe NpoBeCTU KaHUKYIbI;

3. 3awuwian ceoto penyTauuio - epXu ee B YUCTOTe U 3adaBail ceGe BoOMpoc: XoTen Gbl Thl, YTOOLI Apyrue
nonb3oBaTenu BUOenu, YTo Tbl 3arpyxaellb? Mogymaii, npexae Yem YTo-To onybnvkoBaTh, HanncaTb U 3arpysuThb;

4. Ecnv Tbl roBOpULLb C NoAbMW, KOTOPLIX HE 3HaeLlb, HEe UCMOMb3Yi CBOe peasibHOe UMS U APYrYH JINYHYIO
UHbopMaLIMK: UMSI, MECTO XKUTEMbCTBA, MECTO y4ebbl 1 NpoYee;

5. Usberan pasmelleHus otorpacdpuii B UHTEepHeTe, rae Tbl n3o6paxkeH Ha MeCTHOCTU, MO KOTOPOW MOXHO
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onpengennTb TBOE MECTOMOJIOXKEHUE;

6. MNpu permuctpauum B coumnansHOM ceTn HeobxoaMMO UCNONb30BaTh CIIOXHbIE NApOnn, COCTosALINE U3 OyKB
N undp 1 € KONMYECTBOM 3HAKOB HE MeHee 8;

7. [Ins coumnanbHOM ceTn, NOYTbI U Apyrnx caToB HEODX0AMMO MCMONb30BaTh pas3Hble naposnu. Torga ecnu
Teba B3nomatot, To 3M10YMbILUNEHHUKN nonydaT AOCTyn TOJIbKO K OAHOMY MECTY, a He BO BCe Cpasy.

aﬂeKTpOHHble AeHbrn

OneKTPOHHbIE AEHbIN - 3TO OYeHb YOOOHLIN Ccnocob nnaTexen, OAHAKO CYLLECTBYIOT MOLLUEHHUKN, KOTopble
XOTSIT NONYYNTb 3TU AEHbIN.

3J'IeKTpOHHbIe OEeHbrm noAasunncb coecemMm HegaBHO U MMEHHO M3-3a 3TOro BO MHOIMMX rocygapcresax oo CuUx
Nnop He NponncaHo NpPo HUX B 3aKOHax.

B Poccum e oHU (PYyHKUMOHUPYIOT U O HUX yXXe MPOMUCaHO B 3aKOHe, Tde WX pasfensitoT Ha HEeCKOSbKO
BVAOB - @HOHUMHbIE M HE aHOHUMHble. PasHuua B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX paspellaercs
npoBoguTb onepauum 6e3 naeHTudrkaumnm nonb3oBaTensi, a B HEAHOHMMHbIX MAOEHTUMUKALMA NoMb3oBaTens
ABnsieTcs 0bsA3aTeNbHON.

Tawke cnegyeT pasnuyatb 9MNEKTPOHHble UaTHble AeHbrM (paBHbl FOCYAApPCTBEHHbIM BanioTam) U
3MeKTPOHHbIE HedmaTHbIe AeHbIN (He paBHbl FOCYAapCTBEHHbIM BarnoTam).

OcHOBHble coBeTbI N0 Ge3onacHom pa60Te C 3J1eKTPOHHbIMU OEHbramMmu:

1. NpuBSXM K cHETY MOBOUMbHBIN TenedoH. 3TO camblil YAOOHbIN M BLICTPBIN CNOCO6 BOCCTAHOBUTL JOCTYN K
cyeTy. MNMpuBaA3aHHbIN TenedoH MOMOXET, ecnu 3abydellb CBOW MMaTeXHbI Naporfb UMM 3akdellb Ha CanT C
He3HaKoOMOro yCTPONCTBa;

2. Ucnonbayii ogHopasoBble naponu. Mocne nepexoda Ha ycuneHHylo aBTopusauuio Tebe yxe He Gyaer
yrpoXaTb ONacHOCTb KpaXu UNu nepexeara nrnaTexHoro napons;

3. Bbibepu crnoxHein naponb. NpecTtynHukam OGyaeT He MPOCTO yragaTb CIOXHBIM Naponb. HagexHble
naponu - 3To Naponun, KoTopble coaepXaTt He MeHee 8 3HaKOB M BKIOYaoT B ce0S CTPOYHbIE M NPOMMUCHbIE BYKBHI,
LUMdpbl 1 HECKOmMbKO CMMBOMOB, TakMe Kak 3HaK gonrapa, gyHTta, BocknuuarternbHbIM 3HaK u T.n. Hanpumep,
$tRONg!;;

4. He BBOOM CBOW JNIMYHbIE JaHHbIE HA calTax, KOTOPbIM HE AoBepsieLlb.

OnekTpoHHasi noyTa

OneKTpoHHaa moyTa - 9TO TEXHOMOrUs W NPeaoCTaBMsAEeMble €0 YCMNyrn Mo MNepechinke W MonyYeHuo
3MEKTPOHHbIX COOBLLEHNI, KOTOpble pacnpenensioTcs B KOMMbloTepHoW ceT. OBbIMHO 3NEeKTPOHHbIN MOYTOBLIN
AWMK BbIMAOUT credylolmm o6pa3oM: MMs_Morb3oBaTens@ums_JoMeHa. Takke KpoMe nepedayn NpocToro
TeKcTa, MMeeTcsl BO3MOXHOCTb Nepeaasath daiinbl.

OcHoBHble coBeTbl N0 B6e3onacHoin paboTe ¢ 3NeKTPOHHOW NOYTOMN:

1. Hago BbIGpaTb npaBunbHbIA MOYTOBBIA CepBUC. B MHTepHeTe ecTb OrpomHbIi BbIGOp GecnnaTtHbIX
MOYTOBbLIX CEPBUCOB, OAHAKO fyylle AOBEPATb TEM, KOrO 3Ha€ELLb N KTO MEPBbIA B PENTUHTE;

2. He ykasbiBah B JMYHOM MNOYTE NNYHYO  UWHopmaumio. Hanpumep, nydwe Bbibpatb
"My3blkanbHbIi_daHat@" unm "pok2013" Bmecto "temal3";

3. Vicnonb3yi ABYX3TanHyl aBTOpM3auuio. ATO Korga NOMMMO MapOonsi HYKHO BBOAWUTL KO, MPUChINTaeMbIn
no SMS;

4. Boibepu crnoxHbin naponb. Ons kaxaoro noYToBOro AlmMka AOMKEH OblTb CBOM HAAEXHbIW, YCTOMUYUBBIN K
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B31IOMY Naporb;
5. Ecnu ecTb BO3MOXHOCTb Hanucatb CamoMy CBOW JIMYHbIA BONPOC, UCMOMb3Yi 3Ty BO3MOXHOCTb;

6. Vicnonb3yin HECKOMNBbKO MOYTOBBIX ALWMKOB. [epBbIv Anst YacTHOW Nepenucky ¢ agpecartaMu, KOTopbiM Tbl
JoBepsielllb. ATO ANEKTPOHHbIV aApec He HAZ0 UCNOoNb30BaTh NPU perncTpaunm Ha opymax 1 camTtax;

7. He oTkpbiBan cannsl 1 Apyrne BrOXEHUA B NMUCbMax, Aaxe eCnv OHW NPULLIAM OT TBOMX Apy3en. Jlydwe
YTOYHMW Y HUX, OTNPABMSANN N1 OHW Tebe aTn dannebl;

8. MNocne okoH4YaHus paboTbl HA MOYTOBOM CEpPBUCE NMepen 3akpbiTUEM BKNaOKM ¢ canToM He 3abyab HaxaTtb
Ha "Bbintn".

Ku6ep6ynnvmr uwnu BupTyanbHoe nsgeBatenibCTBO

KubepbynnuHr - npecrnegoBaHve cooblieHnsiMy, cogepXaluMMm OCKOpOneHusi, arpeccuio, 3anyrvBaHue;
XYNUraHcTBO; coumansHoe GONKOTMPOBAHME C MOMOLLbIO Pa3fNNYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ kKMbepbynrMHrom:

1. He 6pocaricsa B 60oi. Jlydywmin cnocob: nocoBeToBaTbCs Kak cebs BECTU U, €CNN HET TOr0, K KOMY MOXHO
obpaTtuTbCcs, TO BHa4ane ycnokouTtbcs. Ecnu Tl HaYHeLWb oTBeYaTb OCKOpONeHnamMmn Ha ockopbneHusi, To TOMbKo
ewe 6onblue pasoxokellb KOHGMMWKT;

2. YnpaBnsan csoen knbeppenytaumen;
3. AHOHMMHOCTb B ceT! MHUMas. CyLLecTBYIOT CNOCODbI BbIACHWUTb, KTO CTOUT 3@ aHOHUMHbIM aKKayHTOM;

4. He cTtouT Bectu xynuraHckuii obpas BMpTyanbHOW Xu3HWU. MIHTepHeT dukcmpyeT Bce TBOW OENCTBUSA U
coxpaHseT ux. Yaanutb ux 6yaeT KpanHe 3aTpyaAHUTENbHO;

5. Cobnitogai cBot BMPTyarnbHYH YeCTb CMOSOAY;

6. VrHopvpyn eauHuyHbin HeratuB. OgHOpasoBble OCKOPOMTENbHbIE COOOLLEHMS Ny4le WrHOpUpOoBaTb.
O6bIYHO arpeccusi NpekpalaeTcs Ha HavanbHOW CTaauy;

7. baH arpeccopa. B nporpamMmmMax obMeHa MrHOBEHHbIMU COOOLLEHMSIMK, B coUManbHbIX CETSX €eCTb
BO3MOXXHOCTb 6J'IOKI/IpOBKl/I OTnpaBKn coobLeHun ¢ onpeaeneHHbIX agpecos;

8. Ecnu Tbl cBMaeTenb knbepOynnuHra. TBOU AeNCTBUS: BbICTYNUTbL NPOTUB NpecreaoBaTensi, nokasaTtb emy,
4YTO €ero AeWCTBUS OLEHMBAOTCS HEeraTUBHO, NogfdepXaTb XKepTBY, KOTOPOW HyXHa MNcuxororndyeckas NOMOLLb,
COOBLLUUTL B3POCTbIM O haKTe arpeCCUBHOIO NOBEAEHUSI B CETU.

Mo6unbHbIN TenedgoH

CoBpeMeHHble cMapTOHbl U NnaHLWeTbl coaepxaTt B cebe BMonHe B3pOChbI (yHKLMOHANM, U TENEPb OHU
MOrYT KOHKYpUpOBaTb CO CTaLMOHapHbLIMW KoMMboTepaMmu. OfHako, CpeacTB 3aluThl Ans NOAOGHbLIX YCTPOWCTB
noka o4YeHb Mano. TecTUpoBaHUE U MOUCK YS3BUMOCTEN B HUX MPOUCXOAUT HE Tak MHTEHCUBHO, kak ans MK, To xe
camoe KacaeTCsl U MOBUMbHbLIX MPUMOXEHWN.

CoBpeMeHHble MOOWmnbHble 6Gpay3epbl  YKe MpakTUYecku [OorHanuM HacTombHble aHamnory, oaHako
paclumpeHue yHKLMOHana BrneyYeT 3a cob6oi GOMbLLYH CIIOXHOCTb Y MEHbLUYHO 3aLUMLLEHHOCTb.

[aneko He Bce npon3sBoanTesnn BbIMYCKaOT 0obOHoBNEHUS, 3aKpbiBawWmMe KpUtn4veckme yAa3BuUMOCTU AOnd
cBOuUX yCTpOVICTB.

OcHoBHble coBeTbl Anst 6e3onacHoOCTM MoOBUbLHOro TenedoHa:

Huuero He sBnsieTca no-Hactoswemy GecnnaTHbiM. Byab ocTopoxeH, Bedb koraa TeGe npeanaraioT
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©ecnnaTHbIN KOHTEHT, B HEM MoryT ObITb CKPbITbl Kakme-To nnaTtHble YCIyru;

Oyman, npexge 4yem otnpasute SMS, ¢doTto nnm Buaeo. Tbl TOYHO 3Haellb, rae OHW B6yayT B KOHEYHOM
ntore?

Heobxoaumo oOHOBNATH ONEpPaLUOHHY CUCTEMY TBOETO CMapTdOHa;
Mcnonb3yi aHTUBMPYCHbIE NporpamMmmbl 45151 MOBMNbHbBIX TENeOHOB;

He 3arpyxai npunoXeHnss OT HEW3BECTHOrO MWCTOYHMKA, BeOb OHWM MOryT coAepXaTb BPEAOHOCHOE
nporpaMmmHoe obecneyveHue;

Mocne ToOro Kak Tbl BbldeLb C canTa, rAe BBOAWUM NNYHYI0 MHAOPMaUMIO, 3aiam B HacTporikn Bpaysepa u
yaanu cookies;

lMNepuvoanyeckn NpoBepsAn, KakMe NnaTHbIe YCNyru akTUBMpOBaHbLI Ha TBOEM HOMEPE;

[asaw cBon HoMep MobunbHOro TenedoHa TONbKO MASM, KOTOPbIX Thbl 3HAELLb U KOMY AOBEpSieLlb;

Bluetooth gomxeH 6bITb BbIKIIOYEH, KOrga Thl UM He nonb3yellbes. He 3abbiBan MHOrAa npoBepsiTb 3T0.
Online urpbl

CoBpeMeHHbIE OHMaNH-UrPbl - 3TO KPacoYHble, 3axBaTblBaloWMe pasBreyvYeHusi, OO0bEeAMHSIOLMNE COTHU
TbiCSIM YenoBek no Bcemy mupy. Vrpoku mccreayloT OaHHbId UM MUp, obliarTcs Apyr C APYroM, BbIMOSHSOT
3a[jaHusl, CpaXaloTCs C MOHCTPaMU 1 MoJly4atoT OnbIT. 3a YOOBOMbCTBME OHU MNATAT: MNOKYNaloT AWUCK, OnnadynBaoT
aboHeMEHT uUnKn NprobpeTaloT Kakue-To onuum.

Bce aoTm cpeactBa vayT Ha noAadepXaHuMe M passBuMTME Urpbl, a Takke Ha caMy 6e30MacHOCTb:
COBEPLLEHCTBYIOTCA CUCTEMbl aBTOpPU3aLMK, BbIMyCKAlOTCA HOBble MaTyM (LUMppOBbLIE 3annaTku ONns nporpamm),
3aKpbIBaAOTCS YSI3BUMOCTY CEPBEPOB.

B nogobHbIx nrpax CTtouT onacaTtbCA HE CTOJIbKO CBOMUX COMNEPHUKOB, CKOJIbKO KpaXXu TBOEro naposid, Ha
KOTOPOM OCHOBaHa cuctemMa aBTopusauunm SonblUMHCTBA nrp.

OcHoBHble coBeTbl N0 6e30MacHOCTH TBOEro UFPOBOIO akKayHTa:

1. Ecnu apyroi urpok BefeT cebs nroxo unu cosgaeT Tebe HenpusiTHOCTW, 3abroKMpyi ero B CrcKe
UrPOKOB;

2. I'Io>|<any|7|c;| agMUHUCTpaTopaM Urpbl Ha Nyioxoe noeegeHne 3Toro Urpoka, XxXenaTtesibHO NPUIoXXnTb Kakme-
TO AOKa3aTesibCTBa B BUAE CKPUHOB;

3. He ykasbiBan nnyHyto nHchopmauuio B npodanne urpbl;
4. YBaxai gpyrux y4acTHUKOB MO Urpe;

5. He yctaHaBnuBan HeodmumanbHble natyn u Moapl;

6. Vicnonb3yi CrnoxHble 1 pasHble Naponu;

7. Jaxe BO BpeMsi Urpbl He CTOUT OTKMYaTb aHTUBMpYC. lMoka Tbl urpaelwsb, TBOW KOMMbKOTEP MOryT
3apasuTb.

PUWKHT unun KpaXxa NMUYHbIX AaHHbIX

O6bl4HOM Kpa>|<el71 neHer MU OOKYMEHTOB CerogHa Yyxe HWUKOro He yameuulb, HO C pa3BUTUEM UHTEPHET-
TEXHONOrnmn 3J10YMbILUNEHHUKN NepeMeCTUIIMCb B MHTEPHET, N NpoA0IKaT 3aHUMaTbCA "nobumebiM" genom.
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Tak nosiBUnacb HOBasi yrpo3a: UHTEPHET-MOLLUEHHNYECTBA NN (OULLIMHT, FMaBHas Lefb KOTOPOro COCTOUT B
nony4eHMn KoHUaeHUnanbHbIX AaHHbIX NONb3oBaTenen - NorvMHoB M naponen. Ha adrnuiickom asbike phishing
yntaeTca kak ouwnHr (ot fishing - peibHas nosns, password - napons).

OcHoBHble coBeTbl N0 6opbbe ¢ hULLIMHIoM:

1. Cnegm 3a cBouMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOSI aHKeTa Obina B3fnomMaHa, To Heo6Xxoaumo
3abnokupoBaTh ee 1 COOOLLMTbL agMUHUCTPaTOpaM pecypca 06 3TOM Kak MOXHO CKOpee;

2. Vicnonb3yi 6e3onacHble Beb-calThl, B TOM YUCHE, MHTEPHET-MarasnmHoB M NOUCKOBbIX CUCTEM;

3. Vicnonb3yii cnoxHble 1 pasHble naponu. Takum obpasom, ecnv Tebs B3NOMaloT, TO 30YMbILLNEHHNUKN
nony4aT AOCTYN TOSIbKO K OOHOMY TBOEMY NPOUIIO B CETH, @ HE KO BCEM;

4. Ecnn Tebs B3nomanu, To Heobxoanmo npegynpeanTb BCEX CBOMX 3HAKOMbIX, KOTopble AobaBneHbl y Tebs
B OPY3bsX, O TOM, YTO TeGs B3nomanu 1, BO3MOXHO, OT TBOEro MMeHn GyaeT pacchbinaTbCa cnam W CCbIfKN Ha
(PULLNHIOBbIE CaNThI;

5. YcTaHoBM HagexHblv naponb (PIN) Ha MOGUIbHBIV TenedoH;
6. OTknIoUM coxpaHeHne napons B 6paysepe;

7. He oTKkpbiBaln dannbl U Apyrue BNOXEHUS B NMUCbMax, OaXe €Cf OHU NPULLINK OT TBOMX Apy3en. Jlyduwe
YTOYHM Y HUX, OTNPABANN N1 OHW Tebe aTn dannbl.

LindpoBas penyTtauus

LindppoBas penytaums - 370 HeraTMBHas Unun NO3nTMBHas uHdopmauns B cetn o Tebe. KomnpomeTtupytowlas
nHdopmaums, pasMeLleHHas B MHTEPHETe, MOXET Cepbe3HbiM 06pa3oM OTPasvTbCs Ha TBOEW pearbHON XU3HW.
"Undposas penytaums” - 9To TBOW UMUK, KOTOPbIN hopmMupyeTcs n3 nHopmaumm o Tebe B MHTEPHETE.

TBOE MECTO XUTenbCTBa, y4ebbl, TBOE (hMHaAHCOBOE MOnoXeHue, 0COBGEeHHOCTM XapakTepa U pacckasbl O
GnU3KUX - BCE 3TO HaKannMBaeTcs B CETU.

MHorvMe NOAPOCTKM NErKOMBICIIEHHO OTHOCATCA K NyOnuKauuu nMYHOM MHdopMauun B VIHTepHeTe, He
NMOHMMasi BO3MOXHbIX NMOCNeacTBUA. Thl JaXe HE CMOXeELUb AoragatbCcs O TOM, 4To dhoTorpadus, pasmelleHHas 5
neT Hasag, ctana npuynHOM oTkasa NpPUHATbL Teba Ha paboTy.

KommeHTapuu, pasmelleHne TBomx dotorpadun n gpyrne AercTBUA MOTyT HE MCYE3HYTb Jaxe nocrne Toro,
KaK Tbl UX yganub. Tbl He 3Haelb, KTO coxXpaHun 3Ty uHdopmauuio, norasna fm oHa B MOUCKOBLIE CUCTEMbI U
COXpaHunacb v oHa, a rnaBHoe: YTO NogyMaloT o Tebe oKpyxatoLme Nioau, KoTopble HanayT U yBUAAT 3To. HanTn
MH(OPMALIMIO MHOTO MET CMNYCTA CMOXET fobon - kak u3 Aobpbix NobyXaeHun, Tak 1 C HaMepeHeM NMPUYUHUTL
Bpen. ATO MOXeT ObITb KTO YrOAHO.

OcHOBHbIe COBETHI MO 3almTe LMPOBON penyTaumm:
1. NMogymain, npexge 4em 4TO-TO Ny6nMKoBaTh U NepedaBaTh Y cebs B 6nore nnm B coumanbHoOWm ceTw;

2. B HacTponkax npogunsa ycTaHOBW OrpaHUYeHUs Ha MPOCMOTP TBOEro NMpoduna U ero conepXxumoro,
caenan ero Tonbko "ansa apysen';

3. He pa3meluaii 1 He ykasbiBai MHGOPMAaLMIO, KOTOPasi MOXET KOro-NMbo ockopGnsiTe UMK 0BuxaTh.
ABTOpCKOE npaBo

CoBpeMeHHbIe LLKOSIbHUKM - aKTUBHbIE MOSb3oBaTeny UMgpoBoro npoctpaHcTesa. OgHako aneko He Bce
3HalOT, YTO MOMb3OBaHMEe MHOTMMMU BO3MOXHOCTAMM LWGPOBOro Mupa TpebyeT cobniodeHuss npaB Ha
WHTenneKTyasnibHyt0 COGCTBEHHOCTD.
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TepMuH "MHTennekTyanbHas COOCTBEHHOCTb" OTHOCUTCS K pasfiMyHbiM TBOPEHUSIM 4YENIOBEYECKOro yma,
HauMHasa C HOBbIX M30OpETEHUN N 3HAKOB, 0603HAYalOLLNX COBCTBEHHOCTb Ha MPOAYKTbI U YCNyru, U 3akaHyuBasi
KHuramu, dotorpadmsamm, KWUHOPUITbMaMN 1 My3blKarbHbIMU MPOU3BEAEHUSIMMU.

ABTOpCKME NpaBa - 3TO NpaBa Ha UHTENNEKTyanbHy0 COOCTBEHHOCTb Ha NPOU3BEAEHUS HayKK, nNuTepaTypbl
N nckycctea. ABTOpPCKME NMpaBa BbICTYNalT B KAYECTBE rapaHTUM TOrO, YTO MHTENNEKTYyanbHbIA/TBOPYECKUIA Tpya,
aBTopa He ByaeT HanpacHbIM, AacT eMy CnpaBeannBbie BO3MOXHOCTM 3apaboTaTb Ha pe3ynbTaTax CBOero tpyaa,
nony4YntTb W3BECTHOCTb W nNpu3HaHue. Hukto ©6e3 paspelleHuss aBTopa He MOXET BOCNPOU3BOAUTL €ro
npovsBeaeHne, pacnpocTpaHaTb, NyGAMYHO OEMOHCTPUPOBAaTh, NpoAdaBaTb, MMMOPTUPOBATbL, MycKaTb B MpoKaT,
Ny6rIMYHO MCNOMHATL, NOKa3bIBaTL/UCNONHATL B 3dhupe nnm pasmeLLaTs B VIHTepHeTe.

Mcnonb3oBaHre "nupartckoro" nporpammHoro obecnevyeHnss MOXeT NPUBECTU K MHOTMM puckam: OT noTtepwu
OaHHbIX K TBOMM akkayHTam o GNOKMPOBKM TBOEro YCTPOWCTBA, rAe ycTaHOBMEeHa HerneranbHasi nporpamma. He
CTOUT Takxke 3abbiBaTb, YTO CYLLECTBYIOT feranbHble U 6ecnnaTtHble NporpamMmbl, KOTOPbIE MOXHO HaMTW B CETU.

O noprane

CeTeBMYOK.pcb - TBOW IMaBHbIi COBETYMK B CeTU. 3[decb Tbl MOXEWb Yy3HaTb O Ges3onacHocTU B ceTu
MOHATHBIM W OOCTYMHLIM A3bIKOM, @ NPU BO3HUKHOBEHUWN KPUTUYECKON CUTYaLMn 06paTUTLCS 3a COBETOM. A Takke
MPUHATB y4acTMe B KOHKYpcax U CTaTb CaMbIM LIMAPPOBbLIM rpaxaaHuHom!

Mpunoxexune N 3

NAMSATKA AN POOUTENEN OB UHOOPMALIMOHHOW BE3OMNACHOCTU AETEN

OnpepgeneHne TepmuHa "vHdopmauunoHHas 6e3onacHocTe aeten” cogepxutca B degepanbHom 3akoHe N
436-$93 "O 3awute geter OT MHGOPMaLUK, MPUYMHAIOWEN Bped WX 300POBbI0 U PasBUTMIO", perynumpylolmm
OTHOLLUEHMS, CBSA3aHHbIE C 3aLUUTON AEeTen OT UHOPMaLMK, NMPUYMHSIIOLLEN Bpea UX 340POBbI0 U (MNn) pasBuTHIO.
CornacHo gaHHOMY 3akoHy "WHdopmauunoHHasi 6e3onacHocTb geTer” - 3TO COCTOsIHME 3aLUULLIEHHOCTM, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBSA3AHHbIN C NPUYMHEHNEM MHOPMaLUe Bpeda Ux 340POBbL0 U (Unn) pusnyeckomy,
NCUXNYECKOMY, AYXOBHOMY, HDaBCTBEHHOMY Pa3BUTUIO.

B cuny ®epepanbHoro 3akoHa N 436-9©3 nHdopmaumen, NpuumHALLENA Bped 340POBbO U (UNK) pasBUTUIO
neTten, aBndeTcs:

1. MHpOpMaUus, 3anpeLleHHas Ansi pacnpoCTpaHEHUs1 Cpean aAeTen;

2. vHopmauus, pacnpocTpaHeHWe KOTOPOW OrpaHMdeHo cpeaun AeTeil onpefeneHHbIX BO3pacTHbIX
KaTeropumn.

3. K nHdbopmauuun, 3anpeLleHHon Ans pacnpocTpaHeHns cpeam aeTen, OTHOCUTCS:

4. vHdopMauus, nobyxparowan geTel K COBEpLUEHUO AEWCTBUNA, NPEACTaBMAOWMNX Yrpo3y UX XU3HWU U
(vnn) 30opoBbIO, B T.4. MPUYMHEHNIO Bpeaa CBOEMY 340POBbIO, CaMOyOUNCTBY;

5. cnocobHOCTb BbI3BaTh Yy AeTen xenaHve ynotpebuTb HapKOTUYECKNe CpeacTBa, NMCUXOTPOMHbIE U (MnK)
ogypmaHuBawlme BellecTBa, TabayHble M3Oenus, ankoronbHyl WM CIMPTOCOAEPXAllylo MpOAYKUMIO, NMUBO U
HanWTKW, M3roTaBNMBaeMble Ha €ro OCHOBE; NPVHATb yyacTMe B a3apTHbIX Mrpax, 3aHUMaTbCsi NPOCTUTYLMEN,
6poasKHNYECTBOM WIM MOMNPOLLARHUYECTBOM;

6. obocHoBbIBaOLWaa wnm onpasgbiBawwada AOonyCTUMOCTb Hacunna wu (MJ'IM) XKECTOKOCTU nunbo
no6y>|<narou.|,aﬂ OCYLLECTBIIATbL HACUITbCTBEHHbIE OENCTBMS NO OTHOLUEHUIO K JII0AAM U XXUBOTHLIM;

7. oTpuualoLLas ceMeiHble LEHHOCTU U hopMUpYIOLLasl HeYBaXKeHUe K poauTenam u (Unv) ApyruM YneHam
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cemMbu;
8. onpasibiBatoLllad npoTnBonpaBHoOE NnoBeaeHne,
9. copepkallas HeLleH3ypHYH BpaHb;
10. cogepkaluasa nHpopmaumo NnopHorpadmnyeckoro xapakrepa.

K wvHdopmMaumn, pacnpocTpaHeHue KOTOPOM OrpaHW4YeHO Cpeau [nOeTell OonpedenieHHoro Bo3pacTa,
OTHOCKTCS:

1. Hopmauus, npeacTaBsnseMasi B Buae n3obpaxeHus unm onucaHus XecToKoCTu, omandeckoro n (unm)
NMCUXMYECKOr0 HAacKnus, NPECTYNIEHNSA UMM MHOTO aHTUOOLLLECTBEHHOIO AECTBIS;

2. Bbi3blBalOWaAsa y AeTen CTpax, YKac wunv naHwky, B T.4. NpeAcTaBnsemas B Buae M300paxeHus wnu
OMMCaHNMA B YHWXKaloLWeEen 4enoBeyeckoe [OCTOMHCTBO (POpPME HEeHacuUnbCTBEHHOW cMepTu, 3abonesBaHus,
caMoyBuIncTBa, HeCHacTHOro criydasi, aBapuv Unm KatacTpodbl 1 (Mnn) X NocneacTemn;

3. npencraendemas B BuAE U300pPaXEHUS UMM ONUCAHUSA MOMOBbLIX OTHOLUEHWA MEXAY MYXYMHON U
>KEHLLMHOMN;

4. copgepkallas GpaHHbIe CIoBa W BblpaXkeHWsl, He OTHOCALLMECS K HELLeH3YPHOW BpaHu.

C yyetom atoro Bam npemnaraioTtcs npasuna paboTbl B cetn VHTepHeT Ana pasnuuHbiX BO3PaCTHbIX
KaTeropun, cobnogeHne KoTopbIx NO3BONUT obecnevnTb MHPOPMaLUOHHY Be3onacHOCTb BalUNX AeTeNn.

O6Lwwme npaBuna Ans pogutenemn

1. He3aBucmmo o1 Bo3pacTa pebeHka ucnonb3ynte nporpammMmHoe obecneveHme, nomoratoiliee punbTpoBaTb
N KOHTpONMpoBaTb UHOPMaLMIO, HO HE MoraravTechb NOMHOCTBLIO Ha Hero. Balle BHUMaHMe K pebeHKy - rMaBHbIN
MeTOA 3aLLUMThI.

2. Ecnn Baw pebGeHOK MMeeT akkayHT Ha OAHOM M3 coumanbHbix cepBucoB (Livedournal, blogs.mail.ru,
vkontakte.ru n T.M.), BHUMaTENbHO N3y4YnTE, Kakyto MHOPMaLMIO NMOMELLAIOT ero Y4aCTHUKM B CBOMX NPOMunsax u
6rorax, Bknoyas otorpacdum n Bugeo.

3. lNpoBepbTe, C KakKMMXM ApYyrMMKU cCanWTamu CBSi3aH couuanbHbin cepBuc Bawero pebeHka. CTpaHU4ku
Bawero pebeHka moryT ObiTb 6e30nacHbIMU, HO MOTYT M COAEPXaTb CCbIMKN Ha HeXXenaTenbHble 1 ONacHble CanThbl
(HanpvmMep, NOPHOCANT, UNWN CaNT, Ha KOTOPOM ApYr YNOMUHAET HOMep COToBOro TenedoHa Bawero pebeHka unm
Baw pomaluHun agpec)

4. MoolpsaiTe Bawmx aeTel coobuiate 060 BCEM CTPaHHOM UMW OTTamNKUBAIOLLIEM U HE CIULLKOM OCTPO
pearvpyiTe, Koraa OHV 3TO AenatoT (M3-3a onaceHust NoTepATb OOCTYN K VIHTEepHEeTY AeTu He roBOpAT poauTenam
0 npoBnemax, a Takke MOryT Ha4aTb UCMOMb30BaTh VMIHTEpHET BHE AOMa U LLIKOMbI).

5. BygbTe B Kypce ceTeBoM xu13HM Bawero pebeHka. IHTepecyinTech, KTO nx Apy3bs B VIHTEPHET Tak Xe, Kak
WHTEepecyeTech pearbHbIMU OPY3bAMMN.

Bo3spacTt ot 7 go 8 net

B NHTepHeTe pebeHok cTapaeTcs MOCETUTb T€ UMW WMHble CaiTbl, @ BO3MOXHO W YaTbl, paspelleHne Ha
nocelleHne KOTOPbIX OH He nonyyun Gbl OT poauTenen. [oatomy poauTensm ocobeHHO nonesHbl OyayT Te
OTYeTbl, KOTOpble MPefoCTaBnAlTCA MporpaMMaMn Mo  OrpaHuMYeHuo  ucnonb3oBaHus WHTepHeTta, T.e.
PoanTtenbCckuin KOHTPONb UM TO, YTO Bbl CMOXETE yBMOETb BO BPEMEHHbIX davinax. B pesynbrtaTte, y pebeHka He
OygeT owyLlleHns, YTO 3a HUM BeOeTCH MOCTOSHHbBIA KOHTPOMb, OAHAKO, poauTenu bygoyT no-npexHemy 3HaTb,
Kakve cawTbl nocewjaet ux pebeHok. [leTm B gaHHOM Bo3pacTte ob6nagarT CUMbHbIM YYBCTBOM CEMbW, OHM
AOBEpYMBbLI M He COMHeBaloTCs B aBToputeTax. OHu nobsaT urpate B cCeTeBble Mrpbl M MyTelwecTsoBaTb MO
UHTepHeTy, NCnonb3ysi SNEeKTPOHHYIO MOYTY, 3aX0AUTb Ha CanTbl U YaTbl, HE PeKOMEHA0BaHHbIE POAUTENAMMN.
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CoBeTbl N0 Bbe3onacHocTu B ceTn NHTepHeT anga aeten 7 - 8 net

1. Cosparite cnucok AoMallHUX npaBun nocelleHus WHTepHeTa npu yyactum getern m Tpebyinte ero
BbINOMHEHWS.

2. Tpebywvite oT Bawero pebeHka cobnogeHns BpEMEHHbIX HOPM HaxoXAeHUs 3a KoMMbioTepoMm. [Nokaxute
pebeHky, 4to Bbl HabnogaeTe 3a HUM He NoToMy 4TO Bam aTo xoueTtcs, a notoMmy 4to Bbl 6ecnokonTtech 0 ero
6e3onacHOCTU 1 BCeraa rotosbl €My MOMOYb.

3. KomnbloTep ¢ nogknioyeHnem K VIHTepHeTy OO0MMKeH HaxoouTbCA B ObLien KOMHaTe noa npuCMOTPOM
poauTenen.

4, |/|Cﬂ0]'|b3yIZTe cneunanbHble OeTCKne NonckoBble MaLLUNHbI.

5. MCI'IOJ'Ib3yI7ITe cpenctea 6J'IOKI/IpOBaHI/IF| HeXenatenbHOro KOHTeHTa KakK AOMNoJIHeHUWe K CTaHOdapTHOMY
PO,D,I/ITeJ'IbCKOMy KOHTPOIJIO.

6. CosgaiiTe ceMelHbIin aNeKTPOHHbIN ALKK, YTOGLI He NO3BONMUTL AETAM UMeTb cOBCTBEHHbIE aapeca.

7. Bnokupynte goctyn k caWTam c 6ecnnaTHbIMW MOYTOBbLIMW SALMKAMMU C MOMOLLBIO COOTBETCTBYIOLLErO
nporpamMmmHoro obecneveHus.

8. MNpuyunte geten coBeToBaTbCcsa ¢ Bamu nepepn onybnukoBaHMem Kakon-nmMbo nHgopmauuu cpeactBamm
3NEKTPOHHON MOYTbI, YAaTOB, PErMCTPALMOHHBIX (OOpM 1 Npodunen.

9. Hayunte pgeTten He 3arpyxaTtb (hannbl, nporpammbl UM My3biky 6e3 Ballero cornacus.
10. He paspeluarite AeTIM UCNONb30BaTb CyX0bl MTHOBEHHOrO OOMeHa CooOLLeHNAMM.

11. B "Genbin" CNMCOK CaWTOB, paspeLleHHbIX ANs MOCeLeHns, BHOCMTE TOMbKO CaWTbl C XOPOLUEN
penyTauuen.

12. He 3abbiBaviTe 6ecenoBathb ¢ AeTbMU 06 X Opy3bax B VIHTepHeTe, kak ecnv Obl peyb Lwna o Apy3bsx B
pearibHOWN XU3HMU.

13. He penavite "taby" n3 BONpoCcoOB NOSIOBOW XWU3HW, TaK kak B IHTepHeTe geTn MOryT nerko HaTKHyTbCs Ha
nopHorpaduio unm canTsl "gns B3pocnbix”.

14. Mpuyuute Bawero pebeHka coobliaTe Bam 0 fobbIX yrposax unu Tpesorax, CBA3aHHbIX ¢ IHTepHeToM.
OcTaBanTecb CMOKOWHBbIMW U HanoMHWUTE OeTsM, YTO OHM B 6e30nacHOCTK, ecrnvu caMu pacckasanu Bam O CBOMX
Tpesorax. [loxBanuTe nx n NocoBeTynTe NOAOWTM eLle pa3 B NOAOOHbIX Cryyasx.

BozpacT geteit ot 9 oo 12 ner

B gaHHOM BoO3pacTe OeTu, Kak MNpaBuno, yXKe HacrblwaHbl O TOM, Kakas WHdopMaumsa cylwlecTByeT B
MHTepHeTe. COBEPLUEHHO HOPMAIribHO, YTO OHU XOTAT 3TO YBMAETb, MPOYECTb, yChbiwaTtb. [py 3TOM HYXHO
MOMHWUTb, YTO OOCTYNM K HEeXenaTernbHbIM MaTtepuanaMm MOXHO Ferko 3abrnokvMpoBaTb MNPy MOMOLLM CPeacTB
Poantenbckoro KOHTpons.

CoBeTbl N0 6e3onacHocTy ans aeten ot 9 oo 12 net

1. Cosgante cnuCoK AOMallHMX NpaBun noceweHus WHTepHeT npu ydactum geten un Tpebynte ero
BbIMOMHEHUS.

2. TpebynTte ot Bawero pebeHka cobnogeHnss HOPM HaxXoXOEHNS 3a KOMMbIOTEPOM.

3. Habnwpante 3a pebeHkom npu paboTe 3a KOMMNbIOTEPOM, MOKaxuTe emy, 4To Bbl 6ecnokouTecb 0 ero
6e3onacHOCTM 1 BCeraa rotoBbl okasaTb emMy NMOMOLLb.
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4. KomnbloTep € nogkntoveHnemM B WMIHTEPHET OOIMKeH HaxoauTbcsl B 0OWen koMHaTe nog NpUcMOTPOM
poauTenen.

5. MCI'IOJ'Ib3yl7ITe cpeacTtea 6J'IOKVIpOBaHVIF| HeXenaTeNbHOro KOHTeHTa KakK AOMNOJfIHeHUe K CTaHOAapTHOMY
PO,EI,I/ITeJ'IbCKOMy KOHTPOJIO.

6. He 3abbiBaviTe npvHMMaTb HEMOCPEACTBEHHOE ydacTue B XU3HW pebeHka, 6ecegoBaTb ¢ AeTbMU 00 MX
Opy3bsix B VIHTepHeTe.

7. HactanBanTte, 4tobbl AeTW HUKOrA4A He cornallanvch Ha NMYHble BCTPEYM C ApY3bsiMu Mo VIHTepHeTy.
8. MNo3BonanTe geTsaM 3axoauTb TONbKO Ha calTbl U3 "6enoro” cnucka, KOTopbI co3aanTe BMECTE C HAMWN.

9. MpuyunTte geten HUKOrga He BblAaBaTb MNNYHYI0 MHAOPMALMIO CpeacTBaMMn SMEKTPOHHON MOYThbl, YaToB,
CMCTEM MrHOBEHHOro obMeHa COOBLLEHNAMUN, PErMCTpaLMOHHbIX (DOPM, NMYHBIX MPOMUIIEN U NPU perncTpaumum Ha
KOHKypCbl B VIHTepHeTe.

10. Mpuyunte OeTen He 3arpyxaTb nporpammbl 6e3 Balwero paspelueHunsi. O6GBbACHATE UM, YTO OHU MOTYT
Cry4yalHo 3arpy3vTb BUPYCbI UM APYroe HexenaTtenbHoe nporpammHoe oGecrneyveHue.

11. Co3pgante Bawemy pebeHKy orpaHM4eHHy0 y4eTHY0 3anuch Ans paboTbl HA KOMMbIOTEpPE.

12. Mpwnyuute Bawero pebeHka coobLaTb BaM O MOObIX Yrpo3ax UMu TpeBorax, CBA3aHHbIX ¢ MIHTepHeTOM.
HanomHute getam, 4to oHM B 6e30nacHOCTU, ECrv caMmn pacckasanv Bam O CBOMX TPEBOrax 1 ornaceHusx.

13. PacckaxunTe getam o nopHorpadum B VIHTepHeTe.

14. HacTtamBawite Ha ToM, YTOObI €T NPELOCTABMANM BaM OCTYN K CBOEW 3MEKTPOHHON MoYTe, YTOObI Bbl
y6eaunucb, YTo OHKU He OOLLAOTCA C HE3HAKOMLLaMM.

15. O6bsACHUTE OEeTsAM, YTO HEenb3s MCNoMb3oBaTh CETb AN XYNUraHCTBa, pacnpoCTPaHEHWUs CNreTeH unu
yrpos.

BospacT netewn ot 13 o 17 net

B atom BO3pacTe NoApOCTKM aKTUBHO MUCMOJIb3YHOT MOUCKOBbIE MaLUWHbI, NOJIb3YHOTCA 3ﬂeKTp0HHOVl NnoYToNn,
Cﬂy>K6aMVI MrHOBEHHOro obMeHa COOOLEeHUsMKN, cKavymBatoT MY3bIKY U (bVIJ'IbeI. Manb4nkam B 3TOM BO3pacTe
bonblie no HpaBy CMeTaTb BCe€ OrpaHunyvYeHud, OHU XaxayT rpy6oro tOMOpa, a3apTHbIX WUrp, KapTUHOK "ona
B3pOCJ'IbIX". [eBo4kn npeanoynTaroT obwaTbca B vaTax, npn 3TOM OHWU Tropasgo bonee HYyBCTBUTEJIbHbI K
CeKkcCyalibHbIM gOoMOraTesibCTsam B MHTepHeTe.

3ayacTyo B J@aHHOM BO3pacTe pPoAUTENSIM YXXe BeCcbMa CITOXHO KOHTPONMPOBaTb CBOMX AETEW, Tak kak 00
VIHTepHETE OHU YyKe 3HAKT 3HAUMTENbHO Gonblue CBOMX poauTenen. TeM He MeHee, He OThyckanTe OeTen B
"cBobogHoe nnaBaHue" no NHTepHeTy. CTapantecb akTMBHO y4acTBOBaTh B 06wWeHun pebeHka B NHTepHeTe.

BaxHo no-npexHeMy cTporo cobntogatbe npasuna WHTepHeT-6e30mMacHOCTM - COrnalleHne  Mexay
poauTenamn n getbMu. Kpome Toro, Heob6XoOuMO Kak MOXHO 4alle NpocMaTpuBaTb OTYETbHI O OEATENbHOCTU
neten B VHTepHeTe. CnegyeT obpatvTb BHMMaHMe Ha HeOGXOOMMOCTb COAepXaHusi poOMTENbCKUX Mnaponen
(naponer agMMHUCTPaTOPOB) B CTPOrOM CEKpeTe M 06paTnTb BHUMaHNE Ha CTPOroCTb 3TUX Naponen.

CoBeTbl N0 Be3onacHOCTU B 3TOM Bo3pacTe oT 13 go 17 net

1. CosganTe cCnuCok OoOMalUHWMX MNpaBun noceweHnsa VHTepHeTa npu yd4acTum nogpoCTKOB U Tpebynte
6e3ycnoBHOro ero BbinonHeHnsi. ObroBopuTe ¢ pebeHKOM CMMCOK 3anpeLleHHbIX caiToB ("4epHblin cnmcok”), Yachl
paboTbl B IHTepHeTe, pykoBoACTBO MO 06l eHunto B IHTepHeTe (B TOM Yncne B YaTax).

2. KomnbtoTep ¢ NOAKMYEHNEM K ceTU MIHTEpPHET JOMKEH HAaXOANTbCS B 0bLLEel KoMHaTe.

3. He 3abbiBante OecepoBaTb C AeTbMM 00 uX Opy3bsix B WIHTEpHeTe, O TOM, YEM OHM 3aHSTbl TaKNM
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obpasom, ByaTo pedb uaeT o Apy3baxX B peanbHOM XusHu. CnpaluvBante O Noasix, C KOTopbiMKU AeTn obLialTcs
nocpeacTBoM CNy6 MrHOBEHHOro obMeHa coobLeHnsaMmM, 4Tobbl YOeanTbCS, YTO 3TH N0AN UM 3HAKOMBI.

4. Wcnonb3ynte cpeactsa ONokMpoBaHWUs HexenaTenbHOro KOHTEHTa Kak [OMOSfIHEHWE K CTaHO4apTHOMY
PoouTtenbckoMy KOHTPOSH.

5. HeobxogMmo 3HaTb, KakMMuM 4aTamu nonb3ytotcsa Bawwu getn. T[loowpsnte umcnonb3oBaHue
MoAEepupyeMbIX YaTOB M HacTamBanTe, YTobbl AeTK He obLWanncb B NPUBaTHOM peXnMe.

6. HactanBaiTe Ha TOM, 4TOObI AETW HUKOrA4A HE BCTPEYanuchb NIUYHO € Apy3bsaMu U3 ceTu VIHTepHeT.

7. MNpuyynte AeTen He BbiAaBaTb CBOK MMYHYIO MHAOPMALMIO CPEACTBaMU INEKTPOHHOW MOYThI, YaToB,
CMCTEM MIHOBEHHOro obmMeHa coobLLeHaMI, PErNCTPaLMOHHbBIX POpM, NMMYHBLIX NPodUnen 1 Npu perncTpauum Ha
KOHKypcCbl B IHTepHeTe.

8. MpuyunTte geten He 3arpyxatb nporpammbl 6e3 Bawero paspeweHus. O6BbACHUTE MM, YTO OHU MOTYT
Cry4YanHo 3arpysvTb BUPYCbl NN APYroe HexenarenbHoe nporpaMmHoe obecneyeHue.

9. MNpuyunte Bawero pebeHka coobwatb BamM 0 NioObIX yrpo3ax unu Tpesorax, CBA3aHHbIX ¢ VIHTepHeToM.
HanomHute getam, 4yTto OHM B Ge3onacHOCTM, ecnu camu pacckasanuM BaM, O CBOMX Yrpo3ax unu Tpesorax.
[MoxBanute ux n NOCOBETYNTE NOAONTM eLle pa3 B No4oOHbIX criyyasix.

10. Pacckaxute getam o nopHorpacdum B WHTepHeTe. lMomormte MM 3awmtuTbcs OT cnama. Hayuute
MOOPOCTKOB He BblgaBaTb B VIHTepHeTe CBOEro peasnbHOrO 3MEeKTPOHHOrO agpeca, He oTBevaTb Ha
HexxenaTernbHble NMCbMa M UCMONb30BaTh CreunanbHble MOYTOBblIE (UNBLTPbI.

11. Mpuy4nte cebs 3HAKOMUTBLCA C cCanTaMmu, KOTopble NoceLlatoT NOAPOCTKN.

12. Hayuute geTei yBaxaTtb OpPYrux B MHTEpHeTe. Y6eanTech, YTO OHU 3HAKT O TOM, YTO MpaBuiia XopoLUero
noBeAeHWs AeNCTBYIOT Be3fe - Aaxe B BUPTYanbHOM MUpE.

13. OObsAcHWTE p[geTaMm, 4YTO HM B KOEM Chnyyae Henb3st ucnonb3oBate CeTb [Onis  XynuraHcTea,
pacnpoCcTpaHeHns CNeTeH Unn yrpo3 Apyrum NIOLsM.

14. O6cyanTe ¢ NoApocTKamy NpobrieMbl CETEBbIX a3apTHLIX UMP U MX BO3MOXHbLIV pyUcK. HanomHuTe, 4To
[AeTW He MOTYT UrpaTb B 3TU UrPbl COrNacHO 3aKOoHY.

lMocTosHHO KOHTpoNMpynTe ucnonb3oBaHne NHTepHeTa Bawnm pebeHkom! BT0 He HapyLleHne ero NMYHOro
NPOCTPaHCTBA, a Mepa NPea0CTOPOXHOCTM 1 NposABneHne Balwien pogmMTenbckon OTBETCTBEHHOCTM M 3a60ThlI.
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